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Abstract—We study the problem of Quickest Change Detection
(QCD) in a complex networked system consisting of a set of het-
erogeneous agents that sequentially feed information to a central
fusion center. At any unknown deterministic time, a persistent
anomaly occurs, causing the distribution of observations from
an unknown distinguishable subset of agents to simultaneously
change from a nominal (pre-change) distribution to an anomalous
(post-change) distribution, and the goal of the fusion center is
to detect the change as quickly as possible subject to a false
alarm constraint. Traditionally, various fusion rules have been
proposed that assume that the distributions at each agent are
either completely known or unknown and are locally solved
using the Cumulative Sum (CuSum) and Generalized Likelihood
Ratio (GLR) statistics, respectively. When an agent has access
to training data, the Uncertain Likelihood Ratio (ULR) test gen-
eralizes distributional assumptions using uncertain distributions.
However, the ULR has not been implemented for network change
detection. This paper empirically studies incorporating the ULR
statistics into the existing fusion rules for QCD and compares
the average detection delay. Our results show that the ULR
test can improve the average detection delay over the GLR tests
using certain fusion techniques, while approaching the detection
delay of the CuSum tests as the training data increases. Our
results provide insights into future theoretical analysis to improve
network QCD with imprecise knowledge of the distributions.

Index Terms—Quickest Change Detection, Uncertain Models,
Information Fusion

I. Introduction

Complex networked systems are present in many applica-
tions such as the Internet of Battlefield Things (IoBT) [1],
smart grids, highway monitoring systems, multiple unmanned
aerial systems, remote diagnostics and troubleshooting, sensor
networks, to name a few [2], [3]. They typically consist of
a network of heterogeneous agents that sequentially transmit
multiple data streams of information across a network to
perform desired tasks, such as event detection. In decentralized
networks, information is fed to a fusion center that typically
cannot combine observations directly, requiring fusion algo-
rithms to combine heterogeneous information. Additionally,
event’s may be present across the entire network or a subset
of the network, and may only affect an unknown subset of
agents, requiring combining all of the information in order
to collectively infer the event. Furthermore, the agent’s prior
knowledge of the event characteristics may be uncertain and
the fusion architecture must account for uncertainty to avoid
making confidently wrong decisions.

A critical problem in complex networked systems is to de-
tect the event that a system’s operating condition has changed
from a nominal state to an anomalous state as quickly as
possible. The problem of network Quickest Change Detec-
tion (QCD) provides a framework to sequentially detect if a
change has occurred [4]. This framework assumes that at any
unknown deterministic time, an anomaly occurs that causes
the distribution of observations of the agents to change from
a nominal (pre-change) distribution to an anomalous (post-
change) distribution, where the goal is to identify the change
as quickly as possible. The anomaly is typically assumed to be
persistent and that the subset of agents affected by the change
is known [5], [6]. However, this has been relaxed and applied
to multichannel detection [7]–[10], anonymous networks [11]–
[13], and moving anomalies [14]–[16].

The objective of the network QCD problem presented in this
paper is from a minimax standpoint, which aims to design
a test statistic that minimizes the worst-case detection delay
or conditional average detection delay subject to a constraint
based on the average run length to false alarm [17]. When
the fusion center knows the pre- and post-change distribu-
tions exactly, the optimal network test is the Cumulative
Sum (CuSum) test, which maximizes the summation of the
local agents’ cumulative log-likelihood ratios computed using
their sequential observations [7]. Alternatively, the Shriyaev-
Roberts (SR) test is also asymptotically optimal, which sums
the local agents’ cumulative log-likelihood ratios over the
possible change point locations.

However, complex networked systems operate in a highly
dynamic and uncertain environment where complete knowl-
edge of the agents’ distributions is not always available. When
the distributions of each agent are completely unknown, the
Generalized Likelihood Ratio (GLR) test has been proposed,
which replaces the known likelihoods in the CuSum and SR
procedures with estimated likelihoods [18], [19], where the
parameters of the distributions are estimated using Maximum
Likelihood Estimates (MLE) [20], [21]. When the pre-change
distributions of each agent are known exactly and the set
of affected agents is known, the GLR tests are asymptoti-
cally optimal for the network QCD problem, see [18], [19].
However, the set of affected agents is typically unavailable
in the GLR setting since the post-change distributions are
unknown, requiring adaptations to the fusion rule to achieve
robust detection delays.



Borrowing ideas from the network CuSum literature,
Mei [22] found that when the number of affected agents is
small compared to the total number of agents, computing the
maximum over the local statistics eat each agent is shown
to improve the detection delay. As the number of affected
agents grows, the summation of local test statistics improves
the detection delay compared to the maximum rule. In either
case, both tests are first-order asymptotically optimal, and the
difference in detection delay with finite samples is due to
the second-order term of the expected detection delay. Alter-
natively, mixture procedures have been proposed to account
for unknown affected agents using the GLR test by placing
a weight on the local GLR statistics based on the agents’
estimated distinguishability [21], [23]. However, these fusion
rules were only studied for completely known distributions or
unknown post-change distributions at each agent.

In some situations, the agents may have imprecise knowl-
edge of the distributions that can be exploited. The Mixture
rule has been proposed from a Bayesian perspective as a single
agent test and is asymptotically optimal in the minimax formu-
lation [24]. This test assumes that the pre-change distribution
is known and estimates the expected likelihood of the post-
change distribution of each agent by averaging the likelihood
over an assumed prior distribution of the possible parameters.
However, to the best of our knowledge, fusion rules based on
locacl Mixture test statistics has not been studied from the
network QCD problem, even though the single agent results
should apply under certain conditions.

Recently, the Uncertain Likelihood Ratio (ULR) test for a
single agent has been proposed to generalize the Mixture rule
by allowing both the pre- and post-change distributions to be
uncertain [25], [26]. The ULR test incorporates training data
into the test statistic to provide imprecise knowledge in the
distributions and has been shown empirically to improve the
average detection delay in the finite sample regime over the
GLR test. From a two-sample hypothesis testing perspective,
the ULR test has shown comparable (even better in certain
scenarios) performance to the GLR test, both empirically and
theoretically [27]. Thus, incorporating the ULR test into the
network QCD framework may generalize the problem to allow
for uncertainty in the distributions.

An empirical evaluation of the network ULR tests show
that the average detection delay is comparable (even better) to
the network GLR tests when no training data is available to
learn the distributions, while the detection delay approaches
the optimal network CuSum tests as the amount of training
data becomes large. Furthermore, it is seen that the amount
of training data available affects the network tests ability
to identify the set of agents affected by the change, which
alters the detection delay. Our results provide an empirical
understanding of the benefits of different fused network ULR
statistics, while proposing future theoretical research directions
to improve QCD in complex networked systems.

This paper is organized as follows. Section II formulates
the problem of QCD, while Section III discusses the existing
fusion rules for known and unknown distributions. Then, the

network ULR test statistic is proposed in Section IV. Section V
provides an empirical study and discusses future theoretical
directions. Finally, Section VI concludes the paper.

II. Problem Formulation

Consider the problem of determining whether a complex
networked system is operating in either a nominal or anoma-
lous state. Initially, the system operates in the nominal state
and at some unknown deterministic time γ > 0, the system
switches to the anomalous state. We assume that the change
is persistent and effects the entire network at the same time
γ. The goal is to use sequential observations of the system to
detect the change in the operating state as quickly as possible
subject to a false alarm constraint. This problem is known as
the network Quickest Change Detection (QCD) problem.

Let the system contain a set of K heterogeneous agents
(sensors) A = {a1, ..., aK} that collectively monitor its state,
where each agent ai ∈ A collects an unbounded set of i.i.d.
observations Xi = {xi

1, x
i
2, ...} sequentially. When the system

is operating in the nominal state, the observations xi
t for t < γ

are drawn from a (pre-change) probability distribution pi(·|ϕi
0)

within the parametric family Pi, where ϕi
0 ∈ Φi are the set of

parameters. Once the anomaly occurs, the observations xi
t for

t ≥ γ are drawn from the (post-change) probability distribution
pi(·|ϕi

1) within Pi with parameters ϕi
1 ∈ Φi. We assume that

the observations across each agent are independent and that the
parametric family and/or set of parameters can vary between
agents due to their heterogeneous nature, i.e., for some agents
ai and aj s.t. i ̸= j, possibly Pi ̸= Pj and/or ϕi

0 ̸= ϕj
0 and

ϕi
1 ̸= ϕj

1.
From a practical perspective, it is common to assume that

the change does not affect every agent in the system and
the subset of affected agents is unknown a prior. Therefore,
each agent may not be able to distinguish the anomalous state
from the nominal state individually. We define the unknown
set of distinguishable agents as AD = {ai ∈ A|ϕi

1 ̸=
ϕi

0, i = 1, ...,K} s.t. |AD| > 0 and the unknown set of
indistinguishable agents as ĀD = A\AD. Thus, during each
time t ≥ 1, the observation of each agent ai is drawn from
xi
t ∼ pi(·|ϕi

t), where

ϕi
t = ϕi

0 ∀ ai ∈ A and t < γ,

ϕi
t =

{
ϕi

1 ai ∈ AD

ϕi
0 ai ∈ ĀD

t ≥ γ. (1)

Under this formulation, individual agents may not be able to
identify if the operating condition has changed. However, since
|AD| > 0, the collective group of agents are able to identify
the change.

We consider the centralized fusion problem where during
each time step t ≥ 1, each agent transmits information to
a central fusion center that makes the overall decision on
whether a change has occurred. The information transmitted
can either be (i) the raw observations or (ii) beliefs that sum-



marize their local knowledge of the possible change points.1
The fusion center sequentially computes a test statistic St for
each t ≥ 1 and identifies a stopping time tc based on a stopping
criteria λ as follows.

tc = inf{t ≥ 1|St > λ}. (2)

In this setting, the test statistic St is based on a fusion rule
(defined later), while the stopping criteria λ is a designed
threshold based on a false alarm constraint pfa. The goal
is to minimize the Conditional Average Detection Delay
(CADD) [17] defined as

CADD(tc) = sup
γ≥1

Eγ [tc − γ|tc ≥ γ], (3)

subject to the False Alarm Rate (FAR) defined as

FAR(tc) =
1

E∞[tc]
, (4)

which is the reciprocal of the Average Run Length (ARL). The
expectation in (3) is taken over the joint anomalous distribution
when the change occurs at time γ, while the ARL in (4) is the
expected value of the stopping time conditioned on a change
never occurring, i.e., γ = ∞. Therefore, the network QCD
problem is to solve the following objective

minimize CADD(tc) subject to FAR(tc) ≤ pfa. (5)

III. Review of Fusion Rules for Network QCD

A. Known Probability Distribution
We first consider the network QCD formulation where it

is assumed that the pre- and post-change distributions are
known exactly. The optimal fusion rule in this setting is
the network CuSum test [5], which fuses the agents’ local
cumulative log-likelihood ratios at each hypothesized change
point 1 ≤ τ ≤ t while preserving the maximum value as the
overall test statistic. This is defined as

SCuSum
t = max

1≤τ≤t

∑
ai∈A

log Λi
τ,t(X

i
τ,t) (6)

where Xi
t1:t2 = {xi

t1 , ..., x
i
t2} ⊆ Xi and

Λi
τ,t(X

i
τ,t) =

pi(Xi
τ :t|ϕi

1)

pi(Xi
τ :t|ϕi

0)
(7)

is the cumulative likelihood ratio of agent ai at the hypothe-
sized change point τ . An alternative approach, known as the
Shiryaev-Roberts (SR) procedure, fuses both the agents’ local
cumulative log-likelihood ratios and the possible hypothesized
change points as follows

SSR
t =

t∑
τ=1

∏
ai∈A

Λi
τ,t(X

i
τ,t). (8)

1Beliefs can take the form of likelihood ratio statistics, quantized observa-
tions/statistics [5], [28], or local decisions [7]. This work focuses on likelihood
ratio statistics. Note that this formulation can be extended to decision fusion
rules, but is beyond the scope of this paper.

The SR test is also asymptotically optimal for the minimax
formulation of the network QCD problem.

When the distributions are known, the set of distinguishable
agents are also known, and the tests (6) and (8) implicitly
filter out the indistinguishable agents since the likelihood ratio
Λi
τ,t(X

i
τ :t) = 1 for all τ = 1, ..., t and agent ai ∈ ĀD. Further-

more, these rules can be recursively computed based on the lat-
est set of observation Xt = {xi

t|∀ai ∈ A} or set of likelihood
ratios Λt [7], where Λt = {pi(xi

t|ϕi
1)/p

i(xi
t|ϕi

0)|∀ai ∈ A}. In
the former case where observations are transmitted, the fusion
center needs to know each agents distributions exactly, while
the latter case does not require distributional knowledge. The
former results in a total of K transmissions across the network
at each time step t, while the latter requires Kt transmissions
at each time step t.

B. Unknown Probability Distributions
In many situations, not only are the set of distinguishable

agents unknown, it is possible that the individual distribution
pi(·|ϕi

0) and pi(·|ϕi
1) for each agent ai may be unknown

or partially known. The classical approach to handling un-
known probability distributions considers two conditions: (i)
the pre-change distribution is known, while the post-change
distribution is unknown, and (ii) both the pre- and post-
change distributions are unknown. One approach to handle
parametric uncertainty in the distribution is to use an estimator
ϕ̂i

t1,t2 = ϕ̂i(Xi
t1,t2). Under this formulation, the cumulative

likelihood ratio of agent ai for the hypothesized change point
τ is defined as

Λ̂i
τ,t(X

i
τ :t) =

pi(Xi
τ :t|ϕ̂i

τ,t)

pi(Xi
τ :t|ϕi

0)
(9)

for condition (i) and the following for condition (ii) [20]

Λ̂i
τ,t(X

i
1:t) =

pi(Xi
1:τ−1|ϕ̂i

1,τ−1)p
i(Xi

τ :t|ϕ̂i
τ,t)

pi(Xi
1:t|ϕ̂i

1,t)
, (10)

Typically, these tests are referred to as Generalized Like-
lihood Ratio (GLR) tests when the parameters are esti-
mated using Maximum Likelihood Estimates (MLE), i.e.,
ϕ̂i

t1,t2 = argmaxϕi∈Φi pi(Xi
t1,t2 |ϕ

i). Other approaches to
estimate the parameters include Method Of Moments (MOM),
adaptive estimates from an uncertainty set [18], shrinkage-
estimates [19], and piece-wise estimates based on the possible
change point [29]. These approaches have been extensively
studied for the single agent case, while fusion techniques have
been limited and restricted to condition (i).

In this paper, we focus on the GLR network fusion rules
ŜCuSum
t and ŜSR

t defined as (6) and (8), respectively, where
the likelihood ratios are replaces with Λ̂i

τ,t defined in (9)
and (10). Mixture-based variations of ŜCuSum

t were considered
in [21], [23], while ŜSR

t was considered in [19] with shrinkage-
estimators. Note that in this case, having each agent transmit
their latest observation significantly increases the computa-
tional and memory requirements of the fusion center. Other-
wise, each agent must transmit their likelihood ratios for each



hypothesized change point requiring
∑t

τ=1 Kτ transmission
up to time t.

A critical problem with these fusion rules are that the indis-
tinguishable agents cannot be implicitly filtered out, unlike the
known distribution case. To circumvent this, one could identify
the maximum fused test statistics over the 2K − 1 combina-
tions of distinguishable agents at a high computational cost.
However, Mei [22] found that when the set of distinguishable
agents is unknown, it is better to fuse local CuSum statistics.
Specifically, when the total number of distinguishable agents
|AD| is small compared to the network size, it is best to use
the maximum over the local tests. The GLR version of this is
defined as follows

Ŝmax
t = max

ai∈A
Ẑi
t , (11)

where Ẑi
t = max1≤τ≤t log Λ̂

i
τ,t(X

i
τ,t) is defined as the local

GLR-based CuSum test at agent ai. However, when the number
of distinguishable agents is 1 < |AD| < K, the detection delay
may increase and it was shown that the summation of local
CuSum statistics is more robust. The GLR version of this test
is defined as

Ŝsum
t =

∑
ai∈A

Ẑi
t . (12)

In addition to being robust to different combinations of distin-
guishable agents, (12) is also robust to different change points
affecting each individual agent. Note that these approaches
only require each agent to transmit their local test statistic Ẑi

t

to the fusion center at each time step t, resulting in a total of
Kt transmissions up to time step t.

Overall, these approaches have evaluated various fusion
rules for specific problem formulations. However, a detailed
comparison of the fusion rules for the proposed formulation is
lacking. Additionally, these approaches assume the extremes,
i.e., either the distributions are known, or completely unknown,
while a general procedure for QCD when limited information
is available for the distributions is lacking.

IV. Uncertain Likelihood Ratio Test for Network QCD

To generalize the QCD procedure, we consider that the
probability distributions of each agent ai, i.e., pi(·|ϕi

0) and
pi(·|ϕi

1), are unknown a priori. However, it has access to
a set of training data, τ i

0 = {τ i1,0, ..., τ ini
τ0

,0} and τ i
1 =

{τ i1,1, ..., τ ini
τ1

,1} from both the pre- and post-change distri-
butions, respectively, to learn the distributions, where τ im,0 ∼
pi(·|ϕi

0), τ im,1 ∼ pi(·|ϕi
1), 0 ≤ ni

τ0 < ∞, and 0 ≤ ni
τ1 < ∞.

In addition, each agent assumes an uninformative prior distri-
bution f(ϕi) for the possible parameters of the pre- and post-
change distributions. In this setting, we define the Uncertain
Likelihood Ratio (ULR) test for each agent as follows

Λ̃i
τ,t =

p̂i0(Y
i
1,τ−1,τ0

)p̃i1(Y
i
τ,t,τ1

)

p̃i0(Y
i
1,t,τ0

)
=

p̃i1(Y
i
τ,t,τ1

)

p̃i
0|Yi

1,τ−1,τ0

(Xi
τ,t)

,

(13)

where Yi
t1,t2,τz

= {Xi
t1:t2 , τ

i
z};

p̃i1(Y
i
τ,t,τ1

) =

∫
ϕi∈Φi

pi(Yi
τ,t,τ1

|ϕi)f(ϕi)dϕi, (14)

is a prior predictive distribution;

p̃i0|Yi
1,τ−1,τ0

(Xi
τ,t) =

∫
ϕi∈Φi

pi(Xi
τ :t|ϕi)f(ϕi|Yi

1,τ−1,τ0
)dϕi,

(15)

is a posterior predictive distribution, and the right hand
side of (13) is an application of Bayes rule. Then, the net-
work test statistics S̃CuSum

t , S̃SR
t , S̃max

t , and S̃sum
t are defined

as (6), (8), (11), (12), respectively, where the likelihood ratios
are replaces with Λ̃i

τ,t in (13).
The intuition behind the ULR test is as follows. First, the

ULR test, from a composite hypothesis testing standpoint,
is optimal under the Neyman-Pearson setting when the pa-
rameters are drawn from the priors [27]. When there is no
change, the parameters ϕi

0 are drawn from ϕi
0 ∼ f(ϕi)

and ϕi
1 = ϕi

0, while under a change, the parameters are
drawn independently from ϕi

0 ∼ f(ϕi) and ϕi
1 ∼ f(ϕi).

Then, marginalizing the likelihoods over the assumed prior
translates the composite hypothesis testing problem into a
simple test, where the Neyman-Pearson lemma can be directly
applied. This does not provide any analysis into the sequential
hypothesis testing problem, making it necessary to study the
performance of the ULR test for the QCD problem.

Second, it is known that the ULR test outperforms the
GLR test for the two-sample hypothesis testing problem when
we average over the assumed priors. However, the QCD
literature evaluates the detection delay for specific choices of
parameters and does not consider averaging over the assumed
prior distributions. Therefore, it is unclear how the choice of
the parameters may affect the detection delay of the ULR as
compared to the GLR in the QCD framework.

Third, when |τ i
0| → ∞, the ULR (13) for an agent ai

reduces to the Mixture rule [24]. This is because the pos-
terior distribution f(ϕi|Yi

1,τ−1,τ0
) converges to a Dirac delta

function at ϕi
0 according to the Bernstein-Von Misses theorem

when the prior adheres to certain regularity conditions [30].
Finally, preliminary experimental studies of the ULR test

for QCD show the following [25], [27]. (i) The training data
act as additional observations drawn from the pre- and post-
change distributions, which can improve the detection delay as
compared to the mixture rule with the same prior. (ii) When
the parameters are drawn from the true prior distributions, the
ULR test can have a smaller detection delay than the GLR
test when we average over the prior distribution. (iii) As the
number of training data becomes larger, i.e., as |τ i

0| → ∞
and |τ i

1| → ∞, the average detection delay of the ULR
becomes equivalent to the CUSUM. Thus, the ULR test
generalizes the QCD problem to allow for completely unknown
distributions, imprecise knowledge in the distributions, and
complete knowledge in the distributions.

Preliminary studies of the ULR test lack theoretical analysis
on its optimality for the QCD problem. Taking the results of
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(a) ULR with |τ i
1| = 0
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(b) GLR with unknown post-change
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(c) ULR with |τ i
1| = 1000
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(d) Known distributions

(e) Legend

Figure 1: The Average Detection Delay vs. the number of distinguishable agents |AD| for (a) the ULR tests with known pre-
change distributions and |τ1| = 0 training samples for the post-change distribution, (b) the GLR tests with known pre-change,
(c) the ULR tests with known pre-change distribution and |τ1| = 1000, and (d) the tests with known distributions.

Polak [24], when |τ i
0| → ∞, the ULR test holds the martingale

properties and is optimal for the QCD problem. However,
when |τ i

0| < ∞, these properties do not hold, making it
difficult to prove optimality. Furthermore, the ULR test has
only been studied from a single agent perspective, and it is
unclear as to the best global fusion rule in the network setting.

V. Experimental Study
In this section, we experimentally study the global average

detection delay for the various fusion rules presented. Without
loss of generality, we assume that the network consists of
K = 4 agents and that the observations and training data
for each agent ai ∈ A are drawn from a two-dimensional
Gaussian distribution N (µi

0, I) for the pre-change distribution
and N (µi

1, I) for the post-change distribution, where I is the
identify matrix. The pre-change means are set to µi

0 = 0 for
each agent ai ∈ A, while the post-change means are µi

1 = 0
for agents ai ∈ ĀD and µi

1 for ai ∈ AD is chosen s.t.∑
ai∈AD

DKL(N (µi
1, I)∥N (µi

0, I)) = 2. We assume that the
prior is the Normal Inverse Wishart (NIW) distribution, i.e.,
the natural conjugate prior, s.t. f(ϕi) = INW (m, κ, ν,S)
for all agents. The hyperparameters are chosen as m = 0,
κ = 1.01, ν = 1.01, S = 0.1I which are close to a Jeffreys
prior to provide minimal prior knowledge. For details on how
to compute the closed form of the ULR statistic for each agent,
see [27].

A. Known Pre-change Distribution
First, we studied the average detection delay of each fusion

rule vs. the number of distinguishable agents when the pre-
change distributions are known and the post-change distri-
butions are unknown. We consider that the change occurs
at time γ = 1 to estimate the worst case detection delay
and we consider that the number of training samples for
the post-change distribution for each agent are within the set
|τ i

1| ∈ {0, 100, 1000}.
Figures 1(a) and 1(b) show the average detection delay

vs. number of distinguishable agents for the ULR test with
|τ i

1| = 0 and the GLR test. Overall, the curves for each fusion

rule have similar trends. Initially, the max and sum tests, i.e.,
S̃max
t , S̃sum

t , Ŝmax
t , and Ŝsum

t , perform the best when only one
agent is distinguishable, while the ULR and GLR variants of
the CuSum and SR perform the worst. As |AD| increases, the
sum test performs best, followed by max, CuSum, and SR tests.
Finally, when all agents are distinguishable, the sum, CuSum,
and SR variant tests are equal with the minimum average
detection delay followed by the max test. These results are
consistent with the observations made by Mei [22] when the
set of indistinguishable agents is not implicitly known. Thus,
the summation variants of the tests are the best procedure
for network QCD with known pre-change distributions and
completely unknown post-change distributions.

Furthermore, Figure 1(c) shows the average detection delay
for the ULR tests when |τ i

1| = 1000 for each agent ai. In this
setting, the post-change distribution is almost known and we
can see that the CuSum and SR variants with the ULR tests
are the best choice. The results for the CuSum, SR, and max
variants provide the same performance as the optimal CuSum
procedure presented in Figure 1(d) with known distributions.
This is because the ULR test is able to implicitly filter
out indistinguishable agents and the ULR test performance
is converging toward the performance of the CuSum test.
However, the ULR variant of the sum test has a larger detection
delay than the sum test with known distributions, requiring
further investigation.

Next, we compare the global tests for each likelihood
ratio formulation to understand the difference in the average
detection delay as seen in Figure 2. Figures 2(a) and 2(b)
show that the ULR tests with no training data for each agent
initially has a larger average detection delay as compared to
the GLR test for |AD| = 1. As |AD| increases, the ULR
begins to outperform the GLR. The benefits of the ULR-
based test with no training samples are seen in the max
and sum tests in Figures 2(c) and 2(d), where the average
detection delay is much smaller for the ULR test than the GLR
test. Thus, when the distributions are completely unknown
and the set of distinguishable agents is unknown, the use of
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(a) SCuSum
t

1 2 3 4
0

10

20

30

40

50

A
v
e
ra

g
e
 D

e
te

c
ti
o
n
 D

e
la

y

(b) SSR
t
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(c) Smax
t
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(d) Ssum
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Figure 2: The Average Detection Delay vs. the number of distinguishable agents |AD| for the test (a) (6), (b) (8), (c) (11), and
(d) (12) where the pre-change distribution is known.
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Figure 3: Example of the local test statistic of the GLR with
(a) unknown pre- and post-change distributions, (b) known
pre-change distribution and unknown post-change distribution,
and the ULR test with (c) |τ i

0| = 0 and |τ i
1| = 0, and (d)

|τ i
0| = 100 and |τ i

1| = 0, when no change is present.

the summation procedure allows the ULR to outperform the
GLR. Furthermore, when the ULR has one thousand training
samples for each agent, the ULR tests in Figure 2 are consistent
with the tests that assume the distributions are known (except
for the sum test). This shows that the ULR test can bridge the
gap between completely unknown distributions and completely
known distributions.

B. Unknown Pre- and Post-Change Distributions

Next, we consider that both the pre- and post-change distri-
butions are unknown. Under this condition and discussed by
Lai [20], we cannot evaluate the worst-case detection delay

based on a change occurring at time γ = 1. This is because
the GLR test require multiple samples to estimate the ML
estimates of the parameters of the pre-change distributions.
Furthermore, when no change is present, the local GLR
test statistic Ẑi

t increases logarithmically with t, as seen in
Figure 3(a), as opposed to eventually fluctuating around a
constant value (t > 400) when the pre-change distributions
are known, as seen in Figure 3(b). Thus, it was suggested
in [20] to evaluate the individual average detection delay for
a change point γ ≥ nc, where nc is chosen to allow for a
sufficient estimate of the pre-change parameters.

A similar effect is observed with the ULR test. When there is
zero training data for the pre-change distribution of agent i, the
ULR test at time t = 1 is equal to Λi

t = 1, and thus requires at
least two samples in order to generate a response. Additionally,
as seen in Figure 3(c), the local test statistic Z̃i

t with the
ULR likelihood (13) initially increases for a burn-in period,
and then decreases and fluctuates around a constant value. As
the amount of training data for the post-change distribution
increases, the test statistics eventually decrease and fluctuate
around a smaller constant value. Therefore, constructing a
threshold λ to achieve a high ARL is difficult and restricts
the computation of the average detection delay.

When there is training data for the pre-change distribution,
e.g., one hundred samples, the ULR test increases toward a
constant value as seen in Figure 3(d). In this condition, we are
able to construct a threshold λ to achieve a desired ARL. Thus,
the ULR test requires a sufficient number of training samples
in order to provide a meaningful evaluation of the average
detection delay. Note that shifting the change point from γ = 1
to γ > nc provides greater than nc training samples of the
pre-change distribution. Theoretically quantifying the amount
required is left for future work.

Another issue with the ULR test is that it does not have the
martingale property that allows the test statistic to increase
toward infinity after a change occurs. Our previous work [30]
has shown that the amount of training data collected for the
pre-change distribution governs how high the ULR statistic can
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(a) ULR with |τ i
0| = 0
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(b) ULR with |τ i
0| = 10
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(c) ULR with |τ i
0| = 100
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Figure 4: The Average Detection Delay vs. the number of distinguishable agents |AD| for the ULR with (a) |τ i
0| = 0, (b)

|τ i
0| = 10, (c) |τ i

0| = 100, and (d) the GLR with unknown pre- and post-change distributions.

increase before converging to a finite value. As the amount
of training data increases, the convergence point increases
toward infinity, because the ULR test with known pre-change
holds the martingale property. This means that the ULR test
statistic can only increase to a finite value with finite pre-
change training data. When the threshold is chosen to be larger
than the convergence point, the ULR tests can lead to missed
detections. Therefore, future QCD formulations with unknown
distributions must minimize the detection delay subject to both
the false alarm rate and the missed detection probability.

Next, we evaluated the average detection delay of the ULR
and GLR tests vs. the number of distinguishable agents when
the change occurs at γ = 50, as seen in Figure 4. We varied
the number of training samples for the ULR tests within the
set |τ i0| ∈ {0, 10, 100} for the pre-change distributions and
|τ i1| ∈ {0, 100, 1000} for the post-change distributions.

Overall, the ULR and GLR tests show similar trends as
the known pre-change condition except with a larger detection
delay. Furthermore, the ULR test generalizes between the GLR
and CUSUM by incorporating imprecise knowledge in the
distributions. For the ULR tests, the max and sum tests outper-
forms the CuSum and SR variant tests when there is no post-
change training data. Once the agents collect training data for
the post-change distribution or the number of distinguishable
agents equals K, the max test has a larger detection delay
then the sum test followed by the CuSum and SR variants.
While the crossover for between the GLR tests occurs with
less distinguishable agents.

When there is zero training data for the pre-change distri-
bution, the detection delay for the max test increases as the
amount of training data increases for the post-change distribu-
tion as seen in Figure 4(a). This is because the test statistic
requires additional samples after the change to overcome the
initial burn-in period. However, once the pre-change training
data increases to ten and one thousand in Figures 4(b) and 4(c),
the detection delay decreases as the post-change training data
increases.

The detection delay for the CuSum and SR variant tests

decreases as the post-change training data increases as seen
in Figures 4(b) and 4(c). In Figure 4(a), the detection delay
is only available when there is no post-change training data.
As the training data increases for one and two distinguishable
agents, the test statistics cannot overcome the initial increase
due to the lack of pre-change training data, causing the tests to
always miss the change or detect a change before the change
point. However, when the number of distinguishable agents is
greater than two, the tests produce a small delay.

C. Discussion
Based on the experiments conducted, the following the-

oretical questions arise for the ULR tests. When the pre-
change distribution is known, can we quantify the number of
distinguishable agents required for the CuSum and SR variant
tests to outperform the max rule conditioned on the amount of
training data available? Furthermore, a detailed proof of the
ULR test asymptotically converging to the global CUSUM and
SR tests seems promising.

When both the pre- and post-change distributions are un-
known, does the amount of pre-change training samples re-
quired to overcome in initial ”burn-in” significantly hinder the
ULR tests? Additionally, does the ratio between pre- and post-
change training data govern whether the ULR test statistics
provide similar detection delay trends as the known pre-change
distribution condition?

Overall, the optimal fusion rule requires that the indis-
tinguishable agents are filter out of the overall test. Since
increasing the training data cause the agents to converge
toward known distributions, would a mixture-based fusion rule
improve the detection delay of the ULR tests by exploiting the
amount of training data to properly weight the local ULRs?
Furthermore, our experimental study considers a special case
where the distributions are normal with Jeffreys priors and that
the amount of training data across agents is balanced. Do the
detection delay trends observed translate across diverse local
distributions with varying dimensions, varying training data,
and unique priors for the pre- and post-change distributions?



VI. Conclusion

This paper studies the problem of QCD in a complex
networked system consisting of a set of heterogeneous agents
that sequentially feed information to a centralized fusion
center. We assume that at any unknown time, a persistent
anomaly occurs that changes the distribution of observations
from a pre-change distribution to a post-change distribution
for a subset of distinguishable agents within the network. We
consider that the agents are uncertain and have imprecise
knowledge of the distribution based on training data. We
propose the use the Uncertain likelihood Ratio within existing
fusion frameworks for QCD to generalize between completely
known and completely unknown distributions. The tests are
empirically evaluated to study the benefits of each fusion rule
and to provide theoretical insights for future study.

We found that when the pre-change distributions are known
and there is limited training data for the post-change distribu-
tion, it is best to sum over the individual ULR test statistics.
When the pre- and post-change distributions are unknown, the
detection delay provides similar trends, but requires special
attention in order to accurately evaluate its performance. As
future work, we will investigate this empirical study in more
detail and aim to answer the theoretical questions posed in our
results section.
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